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1 Introduction

1.1 C-Roads platform for harmonisation of C-ITS deployment

The C-Roads Platform is a joint initiative of European Member States and road operators for testing and implementing
C-ITS services in light of cross-border harmonisation and interoperability. Through the C-Roads Platform, authorities
and road operators join together to harmonise the deployment activities of cooperative intelligent transport systems
(C-ITS) across Europe. The goal is to achieve the deployment of interoperable cross-border C-ITS services for road
users.

C-ITS enables vehicles to interact directly with each other and the surrounding road infrastructure. In road transport,
C-ITS typically involves vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2l) communication. In order to enable
an efficient and undisturbed exchange of information within these services as well as a cross-border implementation,
harmonised C-ITS specifications are indispensable. The approach starts from a functional perspective, then
requirements applicable to all implementations and then towards technology specifications of currently validated
implementations (ITS-G5 for short range communication, IP based for long range cellular). In order to meet these
challenges, the C-ROADS platform is divided into five Working Groups. The first Working Group is concerned with
organisational tasks, the second with Technical Aspects and the third with Evaluation and Assessment. The fourth
Working Group is about Urban C-ITS Harmonisation and Working Group 5 is about Digital Transport Infrastructure
(DTI).

The C-Roads Platform is steered by the C-Roads Steering Committee which is composed by Member State
representatives. With the support of the Supporting Secretariat, decisions for achieving the goal of the implementation
of interoperable end-user services are taken. In this respect specifications, plans and reports, which are proposed and
recommended by specific Working Groups, are approved. Within WG2 these specifications are harmonized in 5 Task
Forces and derived from pilot activities and the basis for further pilot and implementation activities. This especially
goes with technical decisions, which influence deployment and procurement decisions at pilot sites.

The Working Groups are installed as decision support for the Steering Committee to ensure proper decisions towards
interoperable deployments. Individual experts participating in the single pilots work together in these Working Groups
to prepare proposals and recommendations. Also, members of the single pilot activities as well as of the C-Roads-
Working Groups actively contribute to the work of the EU-C-ITS-Platform.

\ JE}\ ,:“{“5‘ g 'r‘-:‘-\_
C-ROADS =
( v/ 4 R

43 European cities
Starting with C-ITS deployment in urban areas

By 2019
6,000 km of European road sections
will be equipped with C-ITS equipment

By 2019
100,000 km of European roads in total
will be covered by C-ITS services

- Co-finunced by the Connecting Curope
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Figure 1: Overview of C-Roads coverage
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1.2 Story board C-Roads C-ITS deployment documentation

This document is part of the C-Roads C-ITS Deployment Documentation and Requirements. The complete set of
documents is much related to a common project life cycle of a system implementation. As a guide to the C-Roads
Documentation, a story board based on such a project life cycle is provided in this section, with emphasis on role of
this document C-ITS Security Requirements and Specifications. The story board should be read from left to right and
shows the different stages of the project life cycle and how each C-Roads Documentation is related to it, thereby can
be supportive to road authorities and other stakeholders.

A complete description of the story board of a C-ITS implementation project, the different stages and the related C-
Roads documents is given in Introduction to the C-Roads WG2 Deployment Documentation and Requirements.

C-ROADS WG2 C-ITS DEPLOYMENT DOCUMENTATION AND REQUIREMENTS

C-ITS Security Requirements . C-ITS Roadside ITS-G5 C-ITS EU Interoperability
d Specifi System Profil Report (M24)
0 Introduction to the C-Roads WG2 Deployment and Specifications ystem Profile

Documentation and Requirements C-ITS Protection C ITS Infrastructure Mobile C-ITS Cross-Border Testing

Profile ITS G5 System Profile and Validation Concept

@ C-ITS EU Handbook for
MAPEM and SPATEM creation ITs-G5 (4a) C-ITS Test Plan

C-ITS Service and Use = C-ITS Cross-Border Testing:
Case Definitions ammam -

C-ITS Message Profiles
PCAP Exchange Specification

Start C-ITS High Level System Architecture & Test &
Implementation sl Service Specific  m—|) s eciz:ation @) Technology pilot (5) sl | Evaluation
(1) Definition (2) P Definition (4)

------

Regional Policy, C-ITS Security

Conditions and and Governance

Constraints IP Based (4b)
C ITS IP Based
Interface Profile
C-Roads WG2 Document To be developed o Informational document

Figure 2: highlight of WG2 document in complete story board

The documents cover a wide range of aspects related to several stages as described in section 1.4. Starting with stage
3, rather generic requirements and the required governance are specified - those are applicable for all services, use
cases and scenarios in a similar way. On stage 4a and 4b, the more detailed specifications are relevant - including
service specific security requirements. Both levels, generic and specific requirements, have impact on the test cases
derived on stage 5.

1.3 Scope of this document

This document provides the detailed specifications for the certificates that are required to sign C-ITS messages. This
covers service specific permissions that are required for all C-Roads services, e.g. per service and use case. Moreover,
the validation and verification of incoming messages is specified from a security perspective. That is to say, the
document provides the basis for the creation of security-specific test cases in collaboration with TF5, in addition to the
TF3 documents providing the basis for functional test cases.

Note: the TF1 Security and Governance document provides an overall introduction to the common European trust
model and builds on the European Certificate Policy for C-ITS, and describes the common agreements that are
important for C-Roads and other European C-ITS stakeholders, covering a level of developments and testing within
and across different C-Roads pilots as well as the relation to the level of regular and continuous operation.

The European ITS-Station architecture, outlined in EN 302 665, defines four ITS sub-systems; vehicle, roadside,
personal, and central Standards are developed in a neutral and open way such that they include different options to
allow diversion and future options to extend the standards later. To realize Interoperability among sub-systems many
of these options need to be made specific. Profiles therefore describe the selected options and include additional
specification when required to ensure the expected interoperability. Herein, the roadside sub-system profile is defined.
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The Infrastructure Roadside Wi-Fi ITS-G5 System Profile, short called Roadside System Profile (RSP), defines a
common base for the Wi-Fi ITS-G5 communication between roadside and vehicle. The communication directions
derived from this are also known as 12V.

The profile provides descriptions, definitions and rules for all layers (Applications, Facilities, Networking & Transport
and Access) of the ETSI ITS station reference architecture/ITS-S host. Management is included, but Security is out of
scope. The understanding of the core infrastructure roadside system components is depicted in Table 1.

Table 1 - Infrastructure roadside G5 system components

Layer Component Component
5

Applications Operational Specifications é
@
3
@
=
Ro
%)
(9%
(@}
=
g

Access ETSI ITS-G5 European Profile Standard

1.4 Provisions
1.4.1 Verbal forms of the expression of provisions

In this document, the following verbal forms are used to indicate requirements:
Shall / Shall not

Recommendations shall be indicated by the verbal forms:
Should / Should not

Permissions shall be indicated by the verbal forms:
May / May not

Possibility and capability shall be indicated by the verbal forms:
Can / Cannot

B sy te saoemninon ©_Roads WG2 — Task Force 1 Security Requirements & Specifications www.c-roads.eu
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Inevitability used to describe behavior of systems beyond of the scope of this deliverable shall be indicated by:
Will / Will not

Facts shall be indicated by the verbal forms:
Is/ Is not

1.4.2 Provisions from referenced documents

Unless otherwise specified in the present document, the normative requirements included in the referenced documents
supporting the required functionality of the ITS system shall apply. The verbal forms for the definition of provisions of
referenced documents are defined either inside the document or generally by the SDO (standardisation organisation)
or the organisation providing them. For example, normative requirements in ETSI documents are indicated by the
verbal form “shall”.

1.4.3 Notation used to identify requirements

Some requirements of this document were directly copied, because they also apply on the security system. The
identifier of source requirements is in brackets after the security requirement identifier (e.g. CP_001 for requirements
taken from the Certificate Policy, RS_BSP_205 for C2C BSP).

1.4.4 Standards evolution

The standards chosen as specifications in this deliverable are evolving standards. This document selects specific
versions of the underlying existing standards for concrete implementation.

e o e wopeannon. ©_Roads WG2 — Task Force 1 Security Requirements & Specifications www.c-roads.eu




() C-ROADS

2 Security requirements from reference documents

The requirements defined in this section apply to any C-Roads station regardless its trust level (LO, L1 or L2). See
section 2.4 of [13] for a summarized description of these levels that are defined in [7].

As defined in the C-Roads TF1 Security and Governance document, full compliance to the Certificate Policy [5], the
Security Policy [6] and standards [1][2] is not required for LO stations. However the following requirements apply.

2.1 ETSI standards

Requirement RS_SEC 001

C-ITS stations (including central C-ITS stations) shall comply to at least ETSI TS 103 097 [1] and ETSI TS 102 941
[2] standards.

Note: A CA is used to issue certificates to backend C-ITS entities (i.e. central C-ITS stations) for message signing
according to [1]. At the time of publication the specification allows to sign on Geonetworking layer (according to [3])
but ongoing work in ETSI (ETSI Work Item DTR/ITS-00551) may allow signing on facilities layer. (such implementation
will then have to be analyzed to ensure proper interoperability).

Requirement RS SEC 002

PKI shall comply to at least ETSI TS 103 097 [1] and ETSI TS 102 941 [2] standards.

NOTE: the compliance to these standards is a prerequisite to any security test conducted in C-Roads. C-ITS station
and PKI should have passed basic interoperability tests described in ETSI TS 103 600 [4]. These tests can be done
during the test phases specific to each Member State.

2.2 Certificate Policy

A full compliance to the Certificate Policy is not required in C-Roads LO pilots. However, the following CP requirements
(for stations enrolment and authorization) shall be covered to ensure the proper level of security in nominal scenarios.

2.2.1 Stations enrolment

Compliance to ETSI Security standards requires C-ITS stations to be enrolled in a PKI. This procedure may be different
from a PKI provider to another.

Stations operators should check with PKI providers the prerequisites to stations enrolment. At least, a canonical name
(under a format to be defined) and a technical key under RFC 5480 SubjectPublicKeylnfo format are required.

10
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Requirement RS_SEC 003

Each C-ITS station shall be assigned two kinds of unique identifier:

« a canonical ID that is stored at the initial registration of the C-ITS station under the responsibility of the
manufacturer. This shall contain a substring identifying the manufacturer or operator so that this identifier can
be unique;

* asubject_name, which may be part of the C-ITS station’s EC, under the responsibility of the EA.

Requirement RS _SEC 004

Before a C-ITS station can request an EC certificate, the EE subscriber shall securely transmit the C-ITS station
identifier information to the EA. The EA shall verify the request and in cases of positive verification register the C-ITS
station information in its database and confirm this to the EE subscriber. This operation is done only once by the
manufacturer or operator for each C-ITS station. Once a C-ITS station is registered by an EA, it may request a single
EC certificate it needs at a time. The EA authenticates and verifies that the information in the EC certificate request is
valid for a C-ITS station.

Requirement RS_SEC _005

EE subjects of ECs shall authenticate themselves when requesting ECs by using their canonical private key for the
initial authentication. The EA shall check the authentication using the canonical public key corresponding to the EE.
The canonical public keys of the EEs are brought to the EA before the initial request is executed, by a secure channel
between the C-ITS station manufacturer or operator and the EA.

Requirement RS SEC 006

The C-ITS station shall update its Enrolment Credential (EC) in advance before the expiration of its current valid EC,
when the remaining validity duration of its Enrolment Credential is less than or equal to 3 Months.

2.2.2 Authorization

Requirement RS _SEC 007

AT key pair must be generated inside the HSM of the station. Stations shall request ATs according to the process
described in TS 102 941 [2].

Requirement RS_SEC_008

The AA shall ensure that the pseudonymity of a C-ITS station is established by providing the C-ITS station with ATs
that do not contain any names or information that may link the subject to its real identity.

Requirement RS_SEC_009

EE subjects of ATs shall authenticate themselves when requesting ATs by using their unique enrolment private key.
The AA shall forward the signature to the EA for validation; the EA shall validate it and confirm the result to the AA.
Request protocol described in TS 102 941 [2] shall be used by the EE and PKI.

11
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Requirement RS_SEC 010

The AA shall submit an authorisation validation request for each authorisation request it receives from an EE certificate
subject according to TS 102 941 [2]. The EA shall validate this request with respect to:

» the status of the EE at the EA;
« the validity of the signature;
» therequested ITS Application IDs (ITS-AID) and permissions;

» the status of service provision of the AA to the subscriber.

Requirement RS_SEC 011

AT preloaded in the C-ITS station shall be compliant to [5].

Note: for testing purposes (LO), AT’s validity and preloading periods may be set to higher values to ease the
management of stations during operations.

2.3 Security Policy

A full compliance to the Security Policy [6] is not required in C-Roads projects (L0O). While the technical implementation
according to the Certificate policy needs to be in line, the information security management system and related audit
procedures are not required for testing purposes.

24 CPOC & TLM

In C-Roads projects (LO), implementation of the complete CPOC protocol [7] is not required. However, in order to be
compatible with common European trust model entities (i.e. TLM and CPOC), any Root CA used in the context of C-
Roads should at least comply to the fundamental CPOC protocol aspects specified in Annex | “Requirements & best
practices of TLM certificates, RCA certificates and the ECTL” to the CPOC Protocol.

2.5 Specific security requirements

2.5.1 Certificate format and validity times

Requirement RS_SEC_012

The certificates formats for CAs, ATs and ECs used for the C-Roads project are defined in ETSI TS 103 097 [1]. Each
C-ITS certificate is composed of several main fields:

Version = 3,

Issuer = sha256AndDigest, sha384AndDigest or certificate,

CRA CA Id = 0x000000,

CRL Series =0,

Validity start with duration,

App Permissions,

Cert Issue Permissions only for CAs, and

Signature (NIST or Brainpool with 256 Bit or Brainpool with 384 Bit).

Each certificate shall contain the complete list of explicit permissions.

e o o o o o o o
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Requirement RS _SEC 014

Validity times of CA’s certificates shall be compliant with the CP [5] (section 7.2) amended by the CPOC protocol [7]
(section 1.6.3).

2.5.2 Cryptographic operations

Requirement RS _SEC 015

Cryptographic operations defined in the CP [5] shall be supported.

2.5.3 Stations permissions
Permissions are provided to C-ITS stations through SSPs contained in AT certificates, used to sigh messages.
As described on Figure 3:

o permissions of AT certificates are inherited from Certificate Authorities. AT certificates are
submitted to restrictions and cannot contain permissions that AA and RCA do not have. Maximum permissions
of Certificate Authorities are described in section 2.5.4.

e Bottom-up : permissions of AT certificates must match use cases requirements. Use cases and related
permissions are defined in the TF2 document “Service and Use Case Definitions” [12].

DENM SSPs CAM SSPs
0000 0001 0000 0001
RootCA 11111111
11111111
11111111 1111 1100
11111111
AA maximum permissions
are determined by Root 1
CA permissions
v DENM_SSPs _— -
0000 0001 Py
0000 0001
AA 1111 1111
11111111
11111111
1111 1111 1111 1100
Maximum permissions
allow ed in AT certificates are
TF1 limited to AA permissions
TF2 \ 4
& G DRSSP CAM SSPs
Roadworks 0000 0001
.- “ required > 1111 1111 1111 1111
certlflcate 1111 1111 1111 1100
8800 1111 1111

in AT certificates are ’

use case dependent ,Q s
Ty

Figure 3: Definition and examples of C-ITS stations permissions

13
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Requirement RS _SEC 016

C-ITS stations shall use ATs with permissions (SSPs) in accordance to the use case / scenario as specified within
TF2 document “Service and Use Case Definitions” [12].

2.5.4 Certificate Authorities maximum permissions

The field App Permissions contain the permission value in form of ITS-AID/PSID with SSP as long as specified for the
respective ITS-AID. It needs to be considered that with ETSI TS 103 097 [1] there is no certificate type explicitly given
in the certificates. The App Permissions field defines for which operations the key related to the certificate is allowed
to be used. In addition, a root CA certificate is distinguished from an EA and AA certificate based on the signer info set
to self.

Requirement RS_SEC 013a

The CA certificates shall contain Cert Issue Permissions which can be directly used by the CA to give them to the
issued certificate into the App Permission field (EE Type set to app) or can be used in the enrolment process by an
ITS station (EE Type set to enrol).

It needs to be considered that with ETSI TS 103 097 [1] the end entity related to the EE Type is not necessarily the
ITS station but can also be a CA if a specific permission end in the App Permission field of a CA certificate. Multiple
elements of type Cert Issue Permission are used to distinguish between permissions that end in the directly issued
certificates (permission with Minimum Chain Length = 1 and Chain Length Range = 0) or in certificates that are not
directly issued by the certificate holder (permission with Minimum Chain Length > 1 and Chain Length Range = 0).

Requirement RS _SEC 013b

The Chain Length Range shall be set in all CA certificates to 0.

Requirement RS SEC 013c

The Root CA shall ensure that no CA certificate has a Cert Issue Permission with SSP bit set to 0 and the related
Bitmask bit set to O for all SSP values defined as bit list.

The Service Specific Permission (SSP) is a field that indicates specific sets of permissions within the overall
permissions indicated by the PSID. For example, there may be an SSP value associated with the PSID for CAM that
indicates that the sender is entitled to send CAMs for a specific vehicle role. SSPs are used in certificate requests (get
EC and get AT) and during initialization phase.

In the following examples (Table 2, Table 4), the value ‘X’ shall contain the country code according to ISO 14816 and
the value ‘y’ the provider ID whose format is defined in ETSI TS 103 301 V2.1.1. All ‘X’ and ‘y’ values may be setto 0
to allow supporting all possible country codes and provider IDs. For these three specific SSP bytes the related
bitmask value (‘w’ and ‘z’) might be set to 0.

Note: The version bit is included in the following tables 2 — 5.

Table 2 — Example of permissions contained in a Root certificate

App Permissions sspValue - sspValue (binary) !
hex

14
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624

CTL

0138

0000 0001 0011 1000

622

CRL

01

0000 0001

Explicit cert issue permissions with minimum chain length = 1 (default), chain length range = 0 (default)
and end entity type = app (default)

ITS-AID

sspValue
(hex)

Bitmask (hex)

FFC1

sspValue (binary)

0000 0001 0011 1110

Bitmask (binary)

1111 1111 1100 0001

Explicit cert issue permissions with minimum chain length = 2, chain length range = 0 (default) and end

entity type = app (default)

ITS-AID sspValue Bitmask (hex) sspValue (binary) Bitmask (binary)
36 CAM 01FFFC FFO003 | 00000001 11111211 @ 1121 1121 0000 0000
1111 1100 0000 0011
37 DENM 01FFFFFF FFO00000 00000001 11111112 11111111 0000 0000
1111 1121 1121 11212 = 0000 0000 0000 0000
137 TLM 01EO FF1F = 0000 0001 1110 0000 @ 1111 11110001 1111
138 RLT 01Co0 FF3F 0000 0001 1100 0000 1111 11110011 1111
139 VI 01xxxyyyFFF FFwwwzzz0000 0000 0001 XXXX XXXX 1111 1111 wwww
F XXYY YYYY YYYY YVYY | WWWW Wwzz zz7z 72777
1111 1121 11212 11112 zzzz 0000 0000 0000
0000
140 SREM (TLC 02FFFFEO FFOOO0O1F 0000 00101111 1211 1111 1111 0000 0000
Request 1111 11211 1120 0000 0000 0000 0001 1111
Service)
141 GN_MGMT
623 SCR 01Co0 FF3F 0000 0001 1100 0000 1111 1111 0011 1111
637 SSEM (TLC 01 FF 0000 0001 1111 11121
Status
Service)

The EA contains one cert issue permission element with EE Type = app that is given to the EC certificate into the app
permission field. An EA with the permissions listed in the following Table 3 is permitted to issue EC certificates with all
possible permissions.

Table 3 - Example of permissions contained in a EA certificate

' ' - 010E 0000 000100001110

‘ 623 0100 FF3F 0000 0001 1100 0000 11111111 0011 1111

In addition, the EA and the Root CA certificates may contain in another cert issue permission element with EE Type =
enrol all permissions that can be assigned to an ITS station registration. If the EA certificate would not contain the enrol
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permissions, the root CA could not limit the permissions of an EA, e.g. one EA is allowed to register stations with
extended permissions and another EA is allowed to handle only normal private stations.

Table 4 - Example of permissions contained in a AA certificate

0000 0001 0011 0010

36 CAM 0000 0001 1111 1111 1111 1111 0000 0000
01FFFC FFO0003 1111 1100 0000 0011
37 DENM 0000 0001 1111 1111 1111 1111 0000 0000
O01FFFFFF FFO000000 11111111 11111111 0000 0000 0000 0000
137 | TLM 01EO FF1F 0000 0001 1110 0000 1111 1111 0001 1111
138 RLT 01CO0 FF3F 0000 0001 1100 0000 1111 1111 0011 1111
139 VI 0000 0001 xxxx xxxx = 1111 1111 wwww WwWww
XXYY YYYY YYYY YYYY WWZZ 7277 7227 77277
01xxx000FFFF & FFwwwzzz0000 1111 1111 1111 1111 0000 0000 0000 0000
140 TLC Request 0000 0001 1111 1111 1111 1111 0000 0000
Service 01FFFFEO FFOO0001F 1111 1111 1110 0000 0000 0000 0001 1111
141 GN_MGMT
TLC Status
637 Service o FF 0000 0001 1111 1111

Table 5 - Example of permissions contained in a EC certificate

.——ﬁ

623 SCR

01C0

0000 0001 1100 0000 |

255

Requirement

Security initialisation

RS_SEC_018

Receiving C-ITS stations shall operate the initial verifications as described in Annex A - Security initialisation steps.

2.5.6

Message signature

This section also applies to hybrid Basic Interface.

Requirement

RS_SEC_019

The C-ITS station shall use one end-to-end security header per message in accordance with [1]
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Requirement RS_SEC 020

The signature shall be generated using a private key corresponding to a valid AT in accordance with clause 7.2.1 in

[1].

Note: C2C-CC (RS_BSP_170) recommends using digital signatures and certificates based on ECDSA-256 using the
elliptic curve NIST P-256, [5] also provides the option to use brainpoolP256r1 — a verification of both types is mandatory
for the receiving station.

Requirement RS_SEC 021

All addresses and identifiers of mobile stations transmitted shall be changed when the AT is changed according to
section 6.5 of [10].

To meet privacy requirements, a regular change of pseudonym certificates is required. Since there is no interoperability
issue each member state should define its own pseudonym change strategy. Cf. [11] for C-Roads presentation on the
topic.

2.5.7 Verification of message signature

In section 2.2 (30), the Certificate Policy [5] requires the update of C-ITS stations with the ECTL and CRLs within a
week of their publication.

C-ITS stations should check the availability of updated ECTL and CRLs in a higher frequency. Especialy, it is
recommended for RSUs to be closer to a daily frequency.

Requirement RS _SEC 022

At each reception of message, C-ITS stations shall operate the signature verifications as described in Annex B -
Signature verification steps. It is based on the section 5.2.3.2.1a Signature verification of IEEE 1609-2.

Requirement RS_SEC 023

The C-ITS station shall forward only verified messages.

2.5.8 Permissions delegation

Requirement RS_SEC 033

If a Service Provider (delegator) needs to authorize an ITS station of another Service Provider (delegate) to use
certificates suitable to sign IVI messages with the content of the delegator, both the delegator and the delegate ghall
comply with C-ITS Delegation mechanism [14].
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2.5.9 Cryptoagility

NIST and Brainpool curves may be used in signature and encryption algorithms as defined in [5] and [1]. Different key
sizes may also be used. This information can be explicitly derived during decoding of each received C-ITS message.
During signature verification, the received packet can be decoded and the signature is extracted, which is a CHOICE
structure composed of ecdsaNistP256Signature, ecdsaBrainpoolP256rISignature or ecdsaBrainpoolP384rISignature.

2.5.10 Logging

Disclaimer: security logging requirements have to be discussed with TF5 on a broader level.

In case of failure during initialisation or signature verification, the C-ITS station should log the reason of the verification
error

Logs should at least include the type of error (e.g. invalid certificate, permissions mismatch) and the targeted element
(e.g. TLM, ECTL, RCA, AA, AT).

Non exhaustive list of errors examples:

- Invalid TLM certificate

- Non trusted RCA

- Revoked AA

- RCA-AA permission mismatch
- Invalid message signature

2.6 Hybrid related requirements

The following requirements apply to C-ITS message exchanged on the Basic Interface as defined by TF4 [8].

Requirement RS_SEC 024

C-ITS actors shall ensure the integrity of the information they exchange.

Requirement RS_SEC 025

According to the European C-ITS Certificate Policy [5], individual messages transmitted on the Basic Interface shall
be signed according to ETSI TS 103 097 [1].

Note; since standards on the subject are evolving, please refer also to section 2.3 of the TF1 Security Governance
document.

Requirement RS_SEC 026

The originating ITS station shall sign and timestamp each message.

Requirement RS _SEC 027

No signature change during message transport from the original sender to the final receiver shall be allowed.
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Requirement RS _SEC 028

When transmitting C-ITS messages via different channels (technologies/ networks) all specific ETSI certificates and
IDs created with them shall be preserved to guarantee message authenticity.

2.7 Other vehicle stations requirements

A vehicle C-ITS station from series production should be securely linked to one specific vehicle. When the vehicle C-
ITS station is powered, it should verify that it is operating in the vehicle with which it has been securely linked. If such
correct functioning condition cannot be verified, the C-ITS station should be deactivated, preventing it from sending
messages (i.e. deactivate at least the radio transmission level of the C-ITS station).

Note: Securely linked means paired in the factory or in an authorized repair shop, which does not apply to retrofitted
vehicles.

Requirement RS_SEC 029

Requirement definition in progress

Requirement RS_SEC 030

If the C-ITS station detects a collision of the least significant 32 bit of the "Certificate digest" / "hashedld8" with the
"Certificate digest" / "hashedId8" of another ITS station (or C2CCC Basic System [9]), it shall initiate a change of its
authorization ticket if the certificate corresponding to the other "Certificate digest" / "hashedld8" is valid, if no such
collision has triggered the current authorization ticket is used.

Requirement RS_SEC 031

Facilities layer shall clear the own station’s path history cache (used to fill into new messages) when the security entity
changes its authorization ticket identity.

Requirement RS_SEC 032

Applications shall be able to block the authorization ticket change as long as the vehicle does not move, i.e. PathPoint
position information does not change. In other cases, applications shall only be able to block it for at most 5 minutes.

Exception:
e validity of the authorization ticket expired;

e collision of "Certificate digest" / "hashedld8".

3 References

All normative references within a standard referenced here are automatically included and will not be listed separately.
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Only if a normative reference is out of date because a newer version of the reference standard is supported, the newer

reference is listed and marked accordingly.

Table 6 - Table of normative key references

\ [‘} s
A LJ .

LA b o

# Reference
[1] ETSI TS 103 097 V1.4.1: ITS Security - Security header and certificate formats
[2] ETSI TS 102 941 V1.4.1: ITS Security - Trust and Privacy Management
[3] ETSI EN 302 636-4-1 V1.4.1: ITS - Vehicular Communications; GeoNetworking
[4] ETSI TS 103 600 V1.2.1: ITS Testing - Interoperability test specifications for security
Certificate Policy for Deployment and Operation of European Cooperative Intelligent Transport
[5] Systems (C-ITS). EU C-ITS Certificate Policy - Release 3.0 — May 2024
https://cpoc.jrc.ec.europa.eu/data/documents/E01941 C-
ITS_Certificate_Policy Release 3 0_FINAL.pdf
Security Policy for Deployment and Operation of European Cooperative Intelligent Transport
[6] Systems (C-ITS). EU C-ITS Security Policy - Release 3.0 September 2023.
https://cpoc.jrc.ec.europa.eu/data/documents/e01941 C-
ITS Security Policy v3.0. 20230916.pdf
C-ITS Point of Contact (CPOC) Protocol in the EU C-ITS Security Credential Management
[7] System (EU CCMS).
https://cpoc.jrc.ec.europa.eu/data/documents/e01941 CPOC_Protocol v3.0 20240206.pdf
[8] TF4 Bl report
[9] Car2 Car Communication Consortium — Basic System Profile C2CCC_RS_2037_Profile
[10] ETSI TS 102 940 V1.3.1: ITS Security - ITS communications security architecture and
security management
Communication patterns (V2V, 12V, V2I) by Sandro Berndt-Tolzmann — C-Roads Germany
[11] Federal Highway Research Institute (BASt) - berndt@bast.de
[12] TF2 Service and Use Case Definitions
[13] C-ITS Security and Governance v2.2.0
[14] C-ITS Delegation mechanism v2.2.0
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Annex A - Security initialisation steps

The TLM certificate is provided to the ITS-S during the initialization phase which is assumed to be valid and
trustworthy.

- The ITS-S verifies that the issuer of the TLM certificate is set to self.

- The ITS-S verifies that the signature in the TLM certificate can be successfully verified with the public verification
key provided in the TLM certificate.

- The ITS-S verifies that no Cert Issue Permissions are present in the TLM certificate.
- The ITS-S verifies that the start time of the TLM certificate is before the end time of the TLM certificate.
- The ITS-S verifies that the current time is equal to or after the start time of the TLM certificate.

- The ITS-S verifies that the current time is equal to or before the end time of the TLM certificate.

The ECTL is provided to the ITS-S during the initialization phase and is updated periodically according to the
European C-ITS Certificate Policy release 1.1.

The home RCA certificate ID is provided to the ITS-S during the initialization phase. The ITS-S extracts the
RCA certificate from the ECTL by using the ID. Alternatively, if the RCA certificate itself is provided to the ITS-
S then the ITS-S must ensure that an exact copy of the RCA certificate is listed on the ECTL.

- The ITS-S verifies that the issuer of the RCA certificate is set to self.

- The ITS-S verifies that the signature in the RCA certificate can be successfully verified with the public verification
key provided in the RCA certificate.

- The ITS-S verifies that the start time of the RCA certificate is before the end time of the RCA certificate.
- The ITS-S verifies that the current time is equal to or after the start time of the RCA certificate.

- The ITS-S verifies that the current time is equal to or before the end time of the RCA certificate.
The RCA-CTL is available in an RCA repository of each PKI operator.

The CRL is available in the RCA repository of each PKI operator and the ITS-S is equipped with a valid CRL of
each RCA listed on the ECTL.

- For each Root CA Entry on the ECTL a DC Entry should be available on the ECTL, i.e. each RCA HashedId8
should be listed in at least one DC Entry Cert element.

- The operator of the ITS-S or the ITS-S itself connects periodically (i.e. every 48h) to all required DC URLSs to
download the CRL of each Root CA listed on the ECTL.

- The ITS-S verifies that the signer of the CRL is listed on the ECTL as RCA.

- The ITS-S verifies that the CRL signature can be successfully verified with the public verification key provided in
the RCA certificate.

The ITS-S verifies that the PSID 622 with SSP value 0x01 is listed in the App Permission element of the RCA certificate
(see Table 2).

- The ITS-S verifies that the start time of the RCA certificate is equal to or before the time given in the CRL for this
update.

- The ITS-S verifies that the end time of the RCA certificate is equal to or after the time given in the CRL for next
update.

- The ITS-S verifies that the start time of the RCA certificate is before the end time of the RCA certificate.

21

ey e opeannion. ©_Roads WG2 — Task Force 1 Security Requirements & Specifications www.c-roads.eu




The

The

() C-ROADS

The ITS-S verifies that the time given in the CRL for this update is before the time given in the CRL for next
update.

The ITS-S verifies that the current time is equal to or after the time given in the CRL for this update.

The ITS-S verifies that the current time is equal to or before the time given in the CRL for next update.

ITS-S shall verify that the ECTL is signed by the TLM.

The ITS-S shall check the CTL format and the CTL sequence. If the format is set to FullCtl the ITS-S shall ensure
that the latest ECTL (highest sequence number) is present. If the format is set to DeltaCtl the ITS-S shall ensure
that all delta ECTLs with lower sequence numbers down to the last full ECTL (or sequence number = 0 if no full
ECTL was processed previously) are present and will be checked with the following steps.

The ITS-S verifies that the signer of the ECTL is the trusted and verified TLM certificate.

The ITS-S verifies that the ECTL signature can be successfully verified with the public verification key provided in
the TLM certificate.

The ITS-S verifies that the PSID 624 is set in the ECTL header information.

The ITS-S verifies that the PSID 624 with SSP value 0x01C8 is listed in the App Permission element of the TLM
certificate.

The ITS-S verifies that the start time of the TLM certificate is equal to or before the generation time given in the
ECTL header information.

The ITS-S verifies that the end time of the TLM certificate is equal to or after the time given in the ECTL for next
update.

The ITS-S verifies that the start time of the TLM certificate is before the end time of the TLM certificate.

The ITS-S verifies that the generation time given in the ECTL header is before the time given in the ECTL for next
update.

The ITS-S verifies that the current time is equal to or after the generation time in the ECTL header information.
The ITS-S verifies that the current time is equal to or before the time given in the ECTL for next update.

ITS-S shall verify that the TLM link certificate is valid if present on the ECTL.

Note: this section has been modified following the update of the CPOC protocol by the European Commission.
Implementation of these updates is left optional in this version of security requirements.

The
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The ITS-S ensures that the old TLM certificate is present, as well as the new TLM certificate and the TLM link
certificate. According to CPOC Protocol Release 1.1 the EU CCMS will provide different options to PKI participants
to facilitate the update of their TLM Trust Anchors, i.e. the TLM Certificate.

The ITS-S verifies the validity of the old and the new self-signed TLM certificates based on the steps above.
The ITS-S verifies that the signer of the TLM link certificate message is set to the old TLM certificate.
The ITS-S verifies that the certificate hash in the TLM link certificate is set to the new TLM ceritifcate.

The ITS-S verifies that the expiry time in the TLM link certificate is equal to the end of the validity period of the old
TLM certificate that signs the TLM link certificate message.

The ITS-S verifies that the signature in the TLM link certificate message can be successfully verified with the
public verification key provided in the old TLM certificate.

ITS-S shall verify that the RCA-CTL is signed by the home RCA.

The ITS-S shall check the CTL format and the CTL sequence number. If the format is set to FullCtl the ITS-S shall
ensure that the latest RCA-CTL (highest sequence number) is present. If the format is set to DeltaCtl the ITS-S

ey e opeannion. ©_Roads WG2 — Task Force 1 Security Requirements & Specifications www.c-roads.eu




23

() C-ROADS

shall ensure that all delta RCA-CTLs with lower sequence numbers down to the last full RCA-CTL (or sequence
number = 0 if no full RCA-CTL was processed previously) are present and will be checked with the following
steps.

The ITS-S verifies that the signer of the RCA-CTL is the home RCA, which is listed on the ECTL.

The ITS-S verifies that the RCA-CTL signature can be successfully verified with the public verification key provided
in the RCA certificate.

The ITS-S verifies that the PSID 624 is set in the RCA-CTL header information.

The ITS-S verifies that the PSID 624 with SSP value 0x0138 is listed in the App Permission element of the RCA
certificate.

The ITS-S verifies that the start time of the RCA certificate is equal to or before the generation time given in the
RCA-CTL header information.

The ITS-S verifies that the end time of the RCA certificate is equal to or after the time given in the RCA-CTL for
next update.

The ITS-S verifies that the start time of the RCA certificate is before the end time of the RCA certificate.

The ITS-S verifies that the generation time given in the RCA-CTL header is before the time given in the RCA-CTL
for next update.

The ITS-S verifies that the current time is equal to or after the generation time in the RCA-CTL header information.

The ITS-S verifies that the current time is equal to or before the time given in the RCA-CTL for next update.
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Annex B - Signature verification steps

All RCA certificates contained on the ECTL are stored as trust anchor in a secure way in order to prevent unauthorized
modification or exchange, e.g. inside the HSM.

Step (1): The ITS-S receives a secured message and verifies the message signature with the associated AT
certificate.

The ITS-S verifies that the signer in the security header info matches with the AT certificate.

The ITS-S verifies that the signature can be successfully verified with the public verification key provided in the
AT certificate.

The ITS-S verifies that the PSID in the security header info is listed in the App Permission element of the AT
certificate.

The ITS-S verifies that required SSP bits are set to 1 in the signer AT certificate if the received message contains
the respective container or element. The content of the message payload (e.g. existence of an
emergencyContainer) need to be compared with the SSP bits in the signer AT certificate.

The ITS-S verifies that the start time of the AT certificate is equal to or before the generation time in the security
header info.

The ITS-S checks the existence of expiration time in the security header info. If it exists, then the ITS-S verifies
that the end time of the AT certificate is equal to or after the optionally contained expiration time in the security
header info.

The ITS-S verifies that the start time of the AT certificate is before the end time of the AT certificate.

The ITS-S checkes the existence of expiration time in the security header info. If it exists, then the ITS-S verifies
that the generation time in the security header info is before the optionally contained expiration time in the security
header info.

The ITS-S verifies that the transmission location is within the optionally contained region restriction of the AT
certificate.

Step (2): The ITS-S verifies that the AT certificate is issued by an AA with a valid certificate (e.g.: presence of the
right PSID list, time start and duration...). The AA certificate may be retrieved either from a V2X secured exchange
(requestedCertificate) or from a RCA-CTL.
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The ITS-S verifies that the issuer in the AT certificate matches with the AA certificate.

The ITS-S verifies that the issuer signature in the AT certificate can be successfully verified with the public
verification key provided in the AA certificate.

The ITS-S verifies that PSID 623 with SSP bit 2 and 3 (2" byte, the 15t one being the version) are set in the App
Permission element of the AA certificate.

The ITS-S verifies that all PSID with related SSP values in the App Permission element of the AT certificate are
listed in one of the Cert Issue Permission elements of the AA with appropriate chain length (e.g. Min Chain Length
set to 1 and Chain Length Range set to 0) and EE Type set to App.

o Check 1: For each SSP Bitmask bit set to 1 in the AA Cert Issue Permission the related SSP bit
value in the AA certificate need to be set in the AT certificate App Permission.

Issuer SSP bit:

Issuer bitmask bit:
Certificate App SSP bit:
Result of check at ITS-S

Check algorithm that is
used to get the result

Figure 4: AA - AT app permission check
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*NOTE: The configuration SSP = 0 and Bitmask = 0 should not appear in CA certificates which should be
enforced by the TLM, Root CA and AA. This does not apply to IVI ServiceProviderID’s SSPs, as noted in
section 0,

The ITS-S verifies that the start time of the AA certificate is equal to or before the start time of the AT certificate.
The ITS-S verifies that the end time of the AA certificate is equal to or after the end time of the AT certificate.
The ITS-S verifies that the start time of the AA certificate is before the end time of the AA certificate.

The ITS-S verifies that the start time of the AT certificate is before the end time of the AT certificate.

If the AT certificate contains a region restriction the ITS-S verifies that this is within the region restriction of the AA
certificate.

If the AT certificate contains an assurance level the ITS-S verifies that this is equal to or smaller the assurance
level contained in the AA certificate.

The ITS-S verifies that a valid CRL is available and that the HashedID8 of the AA is not listed on this CRL.

Step (3): The ITS-S verifies that the AA certificate is issued by RCA.
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The ITS-S verifies that the issuer in the AA certificate matches with a RCA certificate listed in the ECTL.

The ITS-S verifies that the issuer signature in the AA certificate can be successfully verified with the public
verification key provided in the RCA certificate.

The ITS-S verifies that all PSID with related SSP values in the App Permission element of the AA certificate are
listed in one of the Cert Issue Permission elements of the RCA with appropriate chain length (e.g. Min Chain
Length set to 1 and Chain Length Range set to 0 in RCA certificate) and EE Type set to App.

o Check 1: For each SSP Bitmask bit set to 1 in the RCA Cert Issue Permission the related SSP bit
value in the RCA certificate need to be set in the AA certificate App Permission.

Issuer SSP bit:

Issuer bitmask bit:
Certificate App SSP bit:
Result of check at ITS-S
Check algorithm that is
used to get the result

Figure 5: RCA - AA app permission check

*NOTE: The configuration SSP = 0 and Bitmask = 0 should not appear in CA certificates which should be
enforced by the TLM, Root CA and AA. This does not apply to IVI ServiceProviderID’s SSPs, as noted in
section 0,

The ITS-S verifies that all PSID with related SSP values in the Cert Issue Permission element of the AA certificate
are listed in one of the Cert Issue Permission elements of the RCA with appropriate chain length where the chain
length is decreased by one (e.g. Min Chain Length set to 2 and Chain Length Range set to 0 in RCA certificate)
and EE Type set to App.

o Check 1: For each SSP Bitmask bit set to 1 in the RCA Cert Issue Permission the related SSP bit
value in the RCA certificate need to be set in the AA certificate Cert Issue SSP.

o Check 2: For each SSP Bitmask bit set to 1 in the RCA Cert Issue Permission this Bitmask value
in the RCA certificate need to be set in the related AA certificate Cert Issue SSP Bitmask value.
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Root SSP bit:
Root bitmask bit:
AA SSP bit:

AA bitmask bit:

Result of check at ITS-S

Check algorithm that is used
to get the result

Figure 6: Cert issue permission Check

*NOTE: The configuration SSP = 0 and Bitmask = 0 should not appear in CA certificates which should be
enforced by the TLM, Root CA and AA. This does not apply to IVI ServiceProviderID’s SSPs, as noted in
section 0,

The ITS-S verifies that the start time of the RCA certificate is equal to or before the start time of the AA certificate.
The ITS-S verifies that the end time of the RCA certificate is equal to or after the end time of the AA certificate.
The ITS-S verifies that the start time of the RCA certificate is before the end time of the RCA certificate.

The ITS-S verifies that the start time of the AA certificate is before the end time of the AA certificate.

If the AA certificate contains a region restriction the ITS-S verifies that this is within the region restriction of the
RCA certificate.

If the AA certificate contains an assurance level the ITS-S verifies that this is equal to or smaller the assurance
level contained in the RCA certificate.

The ITS-S verifies that a valid CRL is available and that the HashedID8 of the RCA is not listed on this CRL.

Step (4): The ITS-S verifies the RCA certificate

The ITS-S verifies that the issuer of the RCA certificate is set to self.

The ITS-S verifies that the signature in the RCA certificate can be successfully verified with the public verification
key provided in the RCA certificate.

The ITS-S verifies that the start time of the RCA certificate is before the end time of the RCA certificate.
The ITS-S verifies that the current time is equal to or after the start time of the RCA certificate.

The ITS-S verifies that the current time is equal to or before the end time of the RCA certificate.

At every step of this procedure, if one verification fails, then the signed message must be considered as invalid and
must be rejected by the ITS-S.

Post-conditions

The ITS-S has verified the integrity of the received message by validating the signature of the secured message as
well as its authenticity by validating the certificate trust chain. The authorization of the message sender needs to be
checked by the application which verifies that the required ITS-AID and SSP values are set in the sender's AT
certificate.
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Annex C - Certificate examples

The following decoded example certificates illustrate the contents of CA certificates used in C-Roads.

Example of Root CA certificate

EtsiTs103097Certificate ::= {
version 3,
type explicit,

issuer self : sha256,
toBeSigned {
id name : "BSI V2X Pilot PKI Root",

cracald '000000'H,
crlSeries O,
validityPeriod {
start 477215871,
duration hours : 17544
bo
appPermissions {

{

psid 624,

ssp bitmapSsp : '0138'H
by
{

psid 622,

ssp bitmapSsp : '0O1'H

}
by
certIssuePermissions {
{
subjectPermissions explicit : {
{
psid 36,
sspRange bitmapSspRange : {
sspValue 'OlFFFC'H,
sspBitmask 'FFO003'H
}
by
{

psid 37,
sspRange bitmapSspRange : {
sspValue 'OlFFFFFEF'H,
sspBitmask 'FFO0O0OOO'H
}
}I
{

psid 137,
sspRange bitmapSspRange : {
sspValue 'O1lEO'H,
sspBitmask 'FF1F'H
}
br
{

psid 138,
sspRange bitmapSspRange : {
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sspValue '01CO'H,
sspBitmask 'FF3F'H
}
b

psid 139,
sspRange bitmapSspRange : {
sspValue '01940000FFF8'H,
sspBitmask 'FF0000000007'H
}
by
{

psid 140,
sspRange bitmapSspRange : {
sspValue 'OlFFFFEO'H,
sspBitmask 'FFOOOO1lF'H
}
y
{

psid 141
by
{

psid 623,
sspRange bitmapSspRange : {
sspValue '01CO'H,
sspBitmask 'FEF3F'H
}
}
by
minChainLength 2,
eeType {app}
by
{
subjectPermissions explicit : {
{
psid 623,
sspRange bitmapSspRange : {
sspValue '013E'H,
sspBitmask 'FFC1l'H
}

}
by
verifyKeyIndicator verificationKey : ecdsaBrainpoolP256rl : compressed-y-1
'9ACFAFS8ADEA9C44C205A09BB7C62C694DE3E4B97AEBF48BO9A4D3A3A422BAECAO'H
s
signature ecdsaBrainpoolP256rlSignature : {
rSig x-only
'72FCEEATA523D048A9126103D36679B823F8277439BDAOAT97DA673E0988244E"H,
sSig '"4A9E4F88DD1AA1IBI90B6416736D097C71BCOBEBOSA39A6C23C470EO0E4ADOD48D5"H
}

Example of EA certificate

EtsiTs103097Certificate

Il
—~
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version 3,
type explicit,

issuer sha256AndDigest : '35F33313404A473C'H,
toBeSigned {
id name : "BSI V2X Pilot PKI EA",

cracaId '000000'H,
crlSeries O,
validityPeriod {
start 477243000,
duration hours : 13128
by
appPermissions {
{
psid 623,
ssp bitmapSsp : '0Ol10E'H
}
by
certIssuePermissions {
{
subjectPermissions explicit : {
{
psid 623,
sspRange bitmapSspRange : {
sspValue '01CO'H,
sspBitmask 'FEF3F'H
}

}
by
encryptionKey {
supportedSymmAlg aesl28Ccm,
publicKey eciesBrainpoolP256rl : compressed-y-1 :
'AGEAC551C411D02C43B97B8F25F8B64155449D9F11E4E4855F5193FA9B12D910"H
by
verifyKeyIndicator verificationKey : ecdsaBrainpoolP256rl : compressed-y-1
'93B2A4COE1D1F434C3DDA1DF03D413A2040F110291C057F10849AAA1DSEAL2EDH
by
signature ecdsaBrainpoolP256rlSignature : {
rSig x-only
'29602DE33CF5E0BS5222EBGED9166692ECF493872C8AB7804119E054CBACAT73C6'H,
sSig '784FEC48A1E43E4C4071AF620DBBC34A7FB73480BE1835724BDBOCFBDCEA4BT7AH
}

Example of AA certificate

EtsiTs103097Certificate
version 3,
type explicit,

Il
—_~

issuer sha256AndDigest : '35F33313404A473C'H,
toBeSigned {
id name : "BSI V2X Pilot PKI AA",

cracalId '000000'H,
crlSeries O,
validityPeriod {
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start 477243242,
duration hours : 8760
b
appPermissions {
{
psid 623,
ssp bitmapSsp : '0132'H
}
b
certIssuePermissions {
{
subjectPermissions explicit : {
{
psid 36,
sspRange bitmapSspRange : {
sspValue 'OlFFFC'H,
sspBitmask 'FFO003'H
}
}y
{

psid 37,
sspRange bitmapSspRange : {
sspValue 'OlFFFFFEF'H,
sspBitmask 'FFO00O0O0O0'H
}
by
{

psid 137,
sspRange bitmapSspRange : {
sspValue 'OlEO'H,
sspBitmask 'FF1lF'H
}
by
{

psid 138,
sspRange bitmapSspRange : {
sspValue '01lCO'H,
sspBitmask 'FF3F'H
}
by
{

psid 139,
sspRange bitmapSspRange : {
sspValue '01940000FFF8'H,
sspBitmask 'FF0000000007'H
}
by
{
psid 140,
sspRange bitmapSspRange : {
sspValue 'OlFFFFEO'H,
sspBitmask 'FFOOOO1lF'H
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by
encryptionKey {
supportedSymmAlg aesl28Ccm,
publicKey eciesNistP256 : compressed-y-1
'7C6A29E10B28C6B5EDES509879096862BACA2B017CBAR304C16F12D173C81151D'H
by
verifyKeyIndicator verificationKey : ecdsaNistP256 : compressed-y-1
'D3432034D3D5C80F660076BEF8BC06306EASD2E3A611RB21B269B443918EFA29B'H
b
signature ecdsaBrainpoolP256rlSignature : {
rSig x-only
'6D4425E909516CDF1CCD204BCD865FA7807CD76A6DAD8FF670392918C8ECC29B'H,
sSig '60A2701A5EBCIO9CD37BA3EDI8CIOB2BDF44F92DOERB22DAESE8239ADS2E1IB7FA9042"H
}

Example of RCA-CTL

RcaCertificateTrustListMessage ::= {
protocolVersion 3,
content signedData : {
hashId shaZ25¢,
tbsData {
payload {
data {
protocolVersion 3,
content unsecuredData : CONTAINING ({
version vl1,
content certificateTrustListRca : {
version vl,
nextUpdate 485016345,
isFullCtl TRUE,
ctlSequence O,
ctlCommands {
add : ea : {
caCertificate {
version 3,
type explicit,

issuer sha256AndDigest : '35F33313404A473C'H,
toBeSigned {
id name : "Test BSI V2X Pilot PKI EA",

cracalId '000000'H,
crlSeries O,
validityPeriod {
start 477243000,
duration hours : 13128
b
appPermissions {
{
psid 623,
ssp bitmapSsp : '010E'H
}
b

certIssuePermissions {

{
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subjectPermissions explicit : {
{
psid 623,
sspRange bitmapSspRange : {
sspValue '01CO'H,
sspBitmask 'FF3F'H

}
by
encryptionKey {
supportedSymmAlg aesl28Ccm,
publicKey eciesBrainpoolP256rl : compressed-y-1
'AGEAC551C411D02C43B97B8F25F8B64155449D9F11E4E4855F5193FA9B12D910"H
by
verifyKeyIndicator verificationKey : ecdsaBrainpoolP256rl
compressed-y-1
'93B2A4COE1D1F434C3DDA1DF03D413A2040F110291C057F10849AAA1DSEALZ2ED'H
by
signature ecdsaBrainpoolP256rlSignature : {
rSig x-only
'29602DE33CF5E0B5222EB6ED9166692ECF493872C8ARB7804119E054CBACAT73C6"H,
sSig
'784FEC48A1E43E4C4071AF620DBBC34A7FB73480BE1835724BDBOCFBDCEA4B7A"H
}
by
aaAccessPoint "http://test.bsi.v2x-pilot.escrypt.c" -- truncated

itsAccessPoint "http://test.bsi.v2x-pilot.escrypt.c" -- truncated

by
add : aa : {
aaCertificate {
version 3,
type explicit,

issuer sha256AndDigest : '35F33313404A473C'H,
toBeSigned {
id name : "Test BSI V2X Pilot PKI AA",

cracalId '000000'H,
crlSeries O,
validityPeriod {
start 477243242,
duration hours : 8760
by
appPermissions {
{
psid 623,
ssp bitmapSsp : '0132'H
}
by
certIssuePermissions {
{
subjectPermissions explicit : {
{
psid 36,
sspRange bitmapSspRange : {
sspValue 'O1lFFFC'H,
sspBitmask 'FFO0OO03'H
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}
b
{
psid 37,
sspRange bitmapSspRange : {
sspValue 'Ol1FFFFFF'H,
sspBitmask 'FFO0OOQOO'H
}
b
{
psid 137,
sspRange bitmapSspRange : {
sspValue 'OlEO'H,
sspBitmask 'FF1F'H
}
|
{

psid 138,
sspRange bitmapSspRange : {
sspValue '01CO'H,
sspBitmask 'FEF3F'H
}
s
{

psid 139,
sspRange bitmapSspRange : {
sspValue '01940000FFF8'H,
sspBitmask 'FF0000000007'H
}
by
{

psid 140,

sspRange bitmapSspRange : {
sspValue 'OlFFFFEO'H,
sspBitmask 'FFOOOO1lF'H

by
encryptionKey {

supportedSymmAlg aesl28Ccm,
publicKey eciesNistP256 : compressed-y-1

'7TC6A29E10B28C6B5SEDES09879096862BACA2B017CBAB304C16F12D173C81151D"H

compressed-y-1

y

C-ROADS

verifyKeyIndicator verificationKey : ecdsaNistP256

'D3432034D3D5C80F660076BEF8BCO6306EASD2E3A611B21B269B443918EFA29B'H

'6D4425E909516

'60A2701A5EBCY

by
signature ecdsaBrainpoolP256rlSignature : {
rSig x-only
CDF1CCD204BCD865FA7807CD76A6DAD8FE670392918C8ECC29B"H,
sSig
CD37BA3ED18CI9B2BDF44F92D9EB22DAES8239ADS52E1B7FA9042"H
}
by
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accessPoint "http://test.bsi.v2x-pilot.escrypt.c" -- truncated --

b
add : dc : {

url "http://test.bsi.v2x-pilot.escrypt.c" -- truncated --,

cert {
'35F33313404A473C'H

br
headerInfo {
psid 624,
generationTime 477240345929000
}
}y
signer certificate : {
{
version 3,
type explicit,

issuer self : sha256,
toBeSigned {
id name : "Test BSI V2X Pilot PKI Root",

cracald '000000'H,
crlSeries O,
validityPeriod {
start 477215871,
duration hours : 17544
b
appPermissions {

{

psid 624,

ssp bitmapSsp : '0138'H
by
{

psid 622,

ssp bitmapSsp : '01'H

}
b
certIssuePermissions {
{
subjectPermissions explicit : {
{
psid 36,
sspRange bitmapSspRange : {
sspValue 'Ol1FFFC'H,
sspBitmask 'FFO0OO03'H
}
b
{

psid 37,

sspRange bitmapSspRange : {
sspValue 'OlFFFFFEF'H,
sspBitmask 'FFO00000O0'H
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psid 137,
sspRange bitmapSspRange : {
sspValue '0OlEO'H,
sspBitmask 'FF1F'H
}
by
{

psid 138,
sspRange bitmapSspRange : {
sspValue '01CO'H,
sspBitmask 'FF3F'H
}
b
{
psid 139,
sspRange bitmapSspRange : {
sspValue '01940000FFF8'H,
sspBitmask 'FF0000000007'H
}
by
{

psid 140,
sspRange bitmapSspRange : {
sspValue 'OlFFFFEOQO'H,
sspBitmask 'FFOOOO1lF'H
}
}I
{

psid 141
by
{

psid 623,
sspRange bitmapSspRange : {
sspValue '01CO'H,
sspBitmask 'FF3F'H
}
}
br
minChainLength 2,
eeType {app}
by
{
subjectPermissions explicit : {
{
psid 623,
sspRange bitmapSspRange : {
sspValue '0Ol1l3E'H,
sspBitmask 'FFC1l'H
}

}
}y

verifyKeyIndicator verificationKey : ecdsaBrainpoolP256rl : compressed-y-
1 : 'OACFAFS8ADEA9C44C205A09BB7C62C694DE3E4B97AEBF48BO9A4D3A3A422BAECAQ'H
br
signature ecdsaBrainpoolP256rlSignature : {

rSig x-only
'72FCEEA7A523D048A9126103D36679B823F8277439BDA9A797DA673E0988244E"H,
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sSig '4A9E4F88DD1AAIB90B6416736D097C71BCOBEBOSA39A6C23C470E0E4ADID48D5"H
}

}
b
signature ecdsaBrainpoolP256rlSignature : {

rSig x-only

'1D537B5ESA2FEFAF2FC12CF7E2AAADI98A3B699ET7C2707719C4F27BFEB785A8BE "H,

sSig '9EAFES59AD1F51FF122F16E988D70B6286987EBE93F57F3BOBF1F1072B2543544H

}

Example of CRL

CertificateRevocationListMessage
protocolVersion 3,
content signedData : {
hashId shaZ25¢,
tbsData {
payload {
data {
protocolVersion 3,
content unsecuredData : CONTAINING ({
version vl1,
content certificateRevocationList : {
version vl,
thisUpdate 477843763,
nextUpdate 485619763,
entries {
'7044E6B91DOE3DC6'H

Il
—_~

}

}
b
headerInfo {
psid 622,
generationTime 477843763856000
}
by
signer certificate : {
{
version 3,
type explicit,

issuer self : sha256,
toBeSigned {
id name : "Test BSI V2X Pilot PKI Root",

cracalId '000000'H,
crlSeries O,
validityPeriod {
start 477215871,
duration hours : 17544
b
appPermissions {

{
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psid 624,
ssp bitmapSsp : '0138'H

psid 622,
ssp bitmapSsp : '01'H

certIssuePermissions {

subjectPermissions explicit : {

{
psid 36,
sspRange bitmapSspRange : {
sspValue 'OlFFFC'H,
sspBitmask 'FFO003'H
}
by
{

psid 37,
sspRange bitmapSspRange : {
sspValue 'OlFFFFFF'H,
sspBitmask 'FFO00OOQO'H
}
by
{

psid 137,
sspRange bitmapSspRange : {
sspValue '0O1lEO'H,
sspBitmask 'FF1F'H
}
bo
{
psid 138,
sspRange bitmapSspRange : {
sspValue '01lCO'H,
sspBitmask 'FF3F'H
}
b
{

psid 139,
sspRange bitmapSspRange : {
sspValue '01940000FFF8'H,
sspBitmask 'FF0000000007'H
}
by
{

psid 140,
sspRange bitmapSspRange : {
sspValue 'OlFFFFEO'H,
sspBitmask 'FFOOOO1lF'H
}
by
{

psid 141
b
{

psid 623,
sspRange bitmapSspRange : {
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sspValue '01CO'H,
sspBitmask 'FF3F'H

}
by
minChainLength 2,
eeType {app}
b
{
subjectPermissions explicit : {
{
psid 623,
sspRange bitmapSspRange : {
sspValue '01l3E'H,
sspBitmask 'FFC1l'H
}

}
by

verifyKeyIndicator verificationKey : ecdsaBrainpoolP256rl : compressed-y-
1 : 'OACFAF8ADEA9C44C205A09BB7C62C694DE3E4B97AEBF48BOA4D3A3A422BAECAO'H
by
signature ecdsaBrainpoolP256rlSignature : {

r3ig x-only
'72FCEEA7A523D048A9126103D36679B823F8277439BDA9A797DA673E0988244E"H,
sSig '4A9E4F88DD1AA1IB90B6416736D097C71BCOBEBOSA39A6C23C470E0E4ADID4A8D5'H
}
}
by
signature ecdsaBrainpoolP256rlSignature : {
rSig x-only
'A54E0C59CE3AD8C5D9660112C8546F6EF853FE837D2901F64ABB7FA4A23DDODD'H,
sSig 'l4EF3E9BA921537CAFDDA3OFFEA81E4A1A2FOT79FFADTC69E194AF2F9D4BOES43"H
}
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